A | 43 i ady

- c N —1-1 ¥ .r VN (
Transforman informacionen-conocimichic :‘P ]f w*
GRUPC AlA b 'fll i =

SDN CHECK (Anti-Money Laundering)

An Intelligent System for the identification of people on
special designation lists

SDN CHECK is an advanced tool to ensure compliance with the regulations and
recommendations of organisations concerned with the prevention of money
laundering and the fight against the financing of terrorism. This tool is an
effective aid in detecting the names of persons (natural or legal) appearing on
lists which have been issued by these different organisations with respect to
specially designated nationals (SDN).

The growing determination of different countries and international organisations to
eradicate crime and terrorism on a global scale has led to an increasing need to enforce
regulations controlling finance systems. The European Commission (EC) has also
proposed guidelines to update the present legal framework relating to money laundering
and to include the financing of terrorism explicitly in the definition of money laundering.
The aim of these guidelines, in particular regarding Finance Institutions, is to avoid (and
even block, if they have already been issued) financial transactions from or to persons
linked to criminal networks or whose names are included on the SDN lists.

These lists are increasing in humber and contain increasingly more entries that need to
be analysed. There are also complications inherent to this problem: The synonyms of
names in different languages, the consequences of typing errors and the need for high
output from any analytical mechanism in order for it to be included in online

mechanisms.
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SDN CHECK is an original tool that ﬁ (© aiaank]
combines: N

- A robust analytical engine that verifies i
the existence of the names of People, r—
Clients or Participants in financial b | | Ganarac
operations on SDN lists.

- A complete functional environment B e
that facilitates the uploading of lists, the
automation of analytical processes, the
spontaneous generation of warnings and
their explanation, temporary exceptions
and other aspects.

- Easily integrated into existing
Information Systems, both at the level
of transactional operations as well as the
back-office environment.
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SDN CHECK uses a differential analysis methodology. This methodology ranks
entries between 0 and 1 on the basis of the degree of certainty that the Person, Client or
Participant is on a list. It is therefore a highly efficient mechanism for an approximate
analysis, minimising the number of false negatives and false positives compared
to classic technologies.

SDN CHECK is integrated into the suspicious operations detection tool SIOPEIA AML,
providing a complete solution in the field of Anti-Money Laundering.

Functions
SDN CHECK contains the following functions:

¢ Manager / External List Importer. The External List module allows importation
into the US Treasury OFAC list system, into EC lists and any other format
supported by XML exchange standards.

e In-house List Generator. An aid in defining, modifying and eliminating a set of
lists of the entity itself, which are analysed together with the external lists.

+ Filtering agent. Allows the batch filtering of Client databases and of people from
the entity itself, as well as the real-time analysis of account opening processes or
other processes where it is necessary to know if the person is on any of the lists
defined in the system (external or internal). The agent produces warnings that are
subsequently processed.

e Exceptions Allows exceptional operations by applying rules in order to reduce the
"false positives" that may be generated by the system. This exception is based on
KYC, i.e. how well the bank knows its customers.

¢ Monitoring. Facilitates flow management after generating a warning, keeping it
under investigation.

¢ Reporting. Provides information on usage statistics and the different cases that
have been detected.
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Technological characteristics

SDN CHECK uses standard technology, facilitating its integration into the Information
Systems and back-office environment available:

¢ SDN CHECK is a web application that requires a standard J2EE application
server in order to work.

e In order to manage information from SDN CHECK itself, an Oracle or DB2
database in a UNIX or Windows system is required.

e Users only need a standard web browser in order to access the application.
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